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Water Security Network

WaterlSAC

The Water Sector’s Official Threat &
Preparedness Resource

Increasing Safety and Resilience:
Understanding the Threat to Water
Infrastructure

Water Security Summit
Michigan AWWA Section
June 4, 2013 10 YEARS IN 2012
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What We'll Be Covering Today

= Qverview of WaterlSAC

= Security and emergency response tools and resources to help
Improve safety and resilience in an all hazards environment

= The current physical and cyber threat environment
facing water and wastewater utilities

= Recent security incidents

= What and where to report

10 YEARS IN 2012
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Mission

WaterlSAC’s mission is to provide water and wastewater
utilities and the federal, state, and local government agencies
responsible for water security with the information and tools

needed to prevent, detect, respond to, and recover from all
hazards.
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Background

= Authorized under the Bioterrorism Act
= Launched in 2002 by utility managers as a non-profit

= Designated the official communications/operations arm of
the Water Sector Coordinating Council

= The only centralized, real-time source for water sector
security and emergency management information

10 YEARS IN 2012
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Membership

= More than 3,500 Pro members; 8,000 Basic members
= Water and wastewater utility staff
= State drinking water, public health, and environmental agencies
= DHS, EPA and FBI staff
= Fusion centers and law enforcement personnel

= State and local security and emergency response agencies

= All applicants for membership are vetted.

10 YEARS IN 2012
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Partners

U.S. Dept. of Homeland Security
FBI

U.S. EPA

FEMA

Centers for Disease Control
National Weather Service/NOAA
U.S. Army Corps of Engineers

National, State Water Associations
State Administrators

Law Enforcement and Intelligence
Fusion Centers

Private Intelligence Organizations
Other ISACs

10 YEARS IN 2012
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Searchable library of Library
more than 2,500 Recent Documents and Discussians

p ape rS ’ re p O rtS : US-CERT: Security Recommendations to Prevent Cyber Intrusions

guidance, and best- I e e
practice documents

Including sensitive
Intelligence products | -
designated FOUO Preparedness, Response, and Ciimate Resiteney o

an d U . S . EyeS O n Iy . Massachusetts Water Resource Authority’s Main Break Emergency Response Case-Study

CDC / AWWA - Emergency Water Supply Planning Guide for Hospitals and Health Care Facilities

LS. EPA /| AWWA - Preparing for a Drinking Water Emergency

DHS Active Shooter Training Course & Informational Materials

Problem: Need to improve
employee emergency National Terrorism Advisory System Public Guide

preparedness. . . on a tight
LLS. EPA - Key Features of an Active and Effective Protective Program for Water and Wastewater

budget. Utilities

Solution: Browsing the WaterlSAC Pro library reveals self-directed training programs
and courses hosted by water industry associations, DHS, and EPA.

10 YEARS IN 2012
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Contaminant Databases
Contaminant databases maintained by private scientific

Institutions and U.S. EPA

Contaminant Databases
WaterlSAC Biological and Chemical Toxin Datahase

UKWIR UILMWIR Toxicity Datasheets (opens in a new window)

LIEMWIR Microbiology Datasheets (opens in a new window
WICIT Database

WCIT Database (opens in a new window)

WCT

WATER CONTAMINANT INFORMATION TOOL
SEARCH

CONTAMINANT INDEX

Problem: You are notified of a threat to contaminate water with the poison ricin.

Solution: Use the UK WIR and EPA WCIT databases to review ricin’s
characteristics, dose-response levels, and treatment options.

10 YEARS IN 2012
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) Tools And Applications

Overview (customize) L1 All Content '/ Discussions

Josls i Agpliceiions L\, Emrg!na?‘?t_ redness. Response. and CIunzte Resiliency

.9 UKWIR and WaterlSAC Contaminant Databhases

©) EPAWCIT Datahase TTX Home Disaster Scenarios
) Training and Exercises How to Use This Tool
L . EXOTCISe DNANNETSs CAN 4o these sCenanos (O éxarmmng shaovt-term CMErgency response
& Training Aids Ghoose a Scanaro capnabities, fasks and abjactives, Tha axarcise planner selects a scenano based on the
O FEMA Continuity Webinar Series - o - outsat of
arci
o) VSAT 3
4 Blast Vulnerability Tool
&) SewerNet Blast Yulnerability Assessment (BYA) Tool Version 2.0

. PipelineNet RiverSpill
€) Chlorine Gas Decision Tool L. 5. Environmental Protection Agency
{9 Water Distribution System Decision Tool National Homeland Security
4 Tabletop Exercises (TTXs)

@ .S, EPA Tahletop Exercize Toal for Water Systems
£) VSAT Demo Reaouests for this software should be made to:
9 FEMA Private Sector Exercises

.9 U.S. EPA Alarm Estimation Tool WaterlSAC
. J Community-Based Water Resiliency Tool

Problem: Your Emergency Response Plan lacks procedures for a power
outage.

Solution: The U.S. EPA’s Tabletop Exercise Tool for Water Systems contains
multiple natural-hazard scenarios. Run the tool from the WaterISAC portal and
gain valuable lessons to improve your emergency preparedness posture.

10 YEARS IN 2012



Problem: Staff need NIMS-certification for
disaster recovery funding.

Solution: Review NIMS training webinar
series to prepare for online examinations

Problem: Convince city manager of risks
from malicious insiders

Solution: Listen to the recording of the
Mesa, AZ webcast on attempted
destruction of wastewater treatment plant

e et o3
WATER SERVICES

Nashville Flood 2010

- Fa i
Pandemic Influenza Planning and
Preparedness: Lessons Learned

for the Water Sector

10 YEARS IN 2012
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Member-to-Member Dialog

217 Views 12 Replies LastpostJdan 21, 2011 7.47 AM by Tanys

= Online discussions o
o Networking Seeking Information on Utility Security Positions

serves residential and commercial customers in 16 cities in the County area of With approximately
Aaron 135 000 customers has 375 full and part-time employees on staff

= Content creation
Aug 13, 200 is interasted in leaming how WaterlSAC subscnbers handle secunty operations. They are seeking your assistance in

answering the following three questions
1-Do you have a dedicated position 1o coordinate secunty issues or 1$ secunty pan of the duties of other job titles?
2-If you have & dedicated position, what are the specific duties of this position and to whom does this position report?

3-Do you have a sample job description you could share? If so, please consider attaching a copy of the job descnption in your

reply
Re|
an 20, 2 1 response to: Aaron
J Re: Seeking Information on Utility Security Positions
= = e
Do you have a dedicated position to coordinate securty 1ssues or 1s security padt of the duties of other job titles?
Scott .-
R In we have a dedicated Security Department with 11 employees. We have 5 console operator positions that monitor
ronteal command rantor an intanratad corunty suwctam that neadaete ne S sitge fniie teastrnant nlante fnur intabo simng

Problem: An employee is exhibiting emotional distress, and you are concerned
about where that could lead. You want to know how other utilities have handled

such situations.

Solution: You start a discussion thread or identify relevant contacts through the
personal profile pages on the WaterlSAC secure portal.

10 YEARS IN 2012
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24/7 Intelligence Analysts

Problem: Suspicious vehicle

Report an Incident, Threat, or Suspicious Activity

Please provide detailed inforration about the incident, threat, or suspicious activity.
Date and Time of Event: *

Month Day Year
SelectMonth., v |SelectDay. ¥ | SelectYear. v

Time of Event:
AM ¥ | Selecttimezone. ¥

Location of Event:

Country *
USA v

Street1*

Unit

City *

= Email
analyst@waterisac.org

= 24-Hr Hotline
866-h20-1sac

repeatedly passing your front gate.

Solution: Contact the WaterISAC
analyst, who reviews recent incident
reports for possible trends and
contacts other utilities and/or relevant
partners.

Problem: In the aftermath of a
disaster, you're having trouble getting
the attention of your state EOC and
FEMA.

Solution: Call the WaterlSAC analyst
who uses his contacts to put you and
the relevant authorities in touch with
each other.

10 YEARS IN 2012
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Tsunami Warning/Advisory for North America - Pacific Coastal Areas

WaterISAC Analyst <analyst@waterisac.org>

© Thiz message was sent with High importance
Mitwaukee @ / Buffaioo Ney/
ka lowa o De‘:’r‘on/> & 94
» oOQma’as AL ! Pennsx
An 8.8 magnitude earthquake in Japan has generated a tsunami that could cause gron Kanses m'_”'"°'5mgna omio. Y eniadt
. Qo Louls A
California, Oregon, Washington, British Columbia, and Alaska 835 Missouri® Virginia' |
i Kentucky
- . A op po 1 @oma e Tennessee 3
Tsunami warnings are in effect for coastal areas in Oregen, central and northern ( ganse) Mty
~ & = ou
westernmost Aleutian islands. A tsunami warning means that a tsunami with signifi| %= Misslesinpll 22! Carol
s Mobile Georgia
no ° Louisiana O Jack!
gn Houston Ongndo
mf Her Florida
Matam Qulfof
petrey Mexico
Z‘md?lda
. - P - 5;;5 Menda Cancan
Problem: A hurricane or tsunami is approaching = ... .52
o =]
L Heroica Puebla s
your Iocatlon- de?aragoi:: < ]“
P GT?.?{ZZ Giﬁll:mé_l -
O o _/Honduras,. -~ Caribbean
. . . . Tapachuia (;'u‘\a‘e,,,av,a./ Sea
" Nic:
Solution: Storm tracking and infrastructure impact o

assessments sent from WaterISAC enable you to implement your emergency
response and business continuity plans, ensuring that your employees are in safe
locations and appropriate alternate power sources are standing by.

10 YEARS IN 2012
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Information
Not for Public Dissemination

= Potential Attack Scenarios
= Physical
= Contamination
= Cyber

= Potential Perpetrators

= Terrorists, including homegrown violent extremists and domestic
terrorist organizations of varying ideologies

= |nsiders
= Criminals and vandals

= Natural Disasters, Industrial Accidents

10 YEARS IN 2012
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WaterISAC Sensitive and Proprietary Water I SAC Th reat A n a_l yS I S

Information
Not for Public Dissemination

= Increased identification of cyber vulnerabilities and attention to
Industrial control systems by a variety of threat actors.

= Economic conditions continue to make theft, particularly of metal, an
attractive target.

= Open source technology resources may inadvertently identify
sensitive information

= Malicious insiders with knowledge of critical operations or access to
sensitive information are significant risks.

= In Inspire magazine, al-Qa’ida in the Arabian Peninsula has urged
Westerners to conduct attack in their own countries against a range of
targets, including critical infrastructure.

= Attacks by violent, single-issue extremists and active shooters

represent a largely unspecific threat
10 YEARS IN 2012




£

YT, AC » -,
- WaterlSAl : i*'
x Water Security iNetwork C - g fi ﬂ A . .
WaterISAC Sensitive and Proprietary Water ISAC Th reat An aIyS I S

Information
Not for Public Dissemination

= Prepared by WaterISAC'’s intelligence analyst, based on:

= Unclassified information discussed in briefings with U.S.
Government intelligence analysts, and

= Incident reports submitted by WaterISAC members and law
enforcement agencies.

= In the first half of this year, WaterISAC received reports of the
following suspicious activities and incidents at water utilities:

= Physical Intrusion

= Sabotage / tampering / vandalism
= Cyber incidents

= Theft

= Suspicious encounters

10 YEARS IN 2012
VNV



‘ e e .

. \V/ ', i £ i
50 WaterISAG '
o 2 AL A0 AN 3
X Water Seo v INCT K “0 . S
VALCL CCULILY SNCIWOL A oo -
PR = .

WaterISAC Sensitive and Proprietary Water I SAC Th reat A n a_l yS I S

Information
Not for Public Dissemination

Specific Incidents

= Insider Attack/Intrusion/Theft
The thief circumvented the intrusion alarm system at a pump site by breaking
into a HVAC vent, gaining access into the facility without activating any alarms.
The suspect stole copper wire and caused the disinfection system to stop running.
Police and utility believe an insider was involved due to knowledge of protocols.

= Verbal Threat/Contamination
An individual mentioned to local convenience store employees how easy it
would be to cause trouble by contaminating the local water supply, specifically
with gasoline. Investigation determined the suspect had been arrested for making
threats against other infrastructure in the area, prompting federal charges.

= Suspicious Encounter/Observations
Police and state homeland security investigated an individual who was stopped
while flying a remote controlled helicopter with GPS and camera over a dam that

rovided source water for a local utility. ,
P y 10 YEARS IN 2012
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Incident Reporting

= Timely, detailed incident and suspicious activity reporting is key to our
collective security

= Enables greater and more effective incident notifications
= Building library for tracking and analysis
= Design and implementation of protective measures

= Report an incident to WaterISAC

= Www.waterisac.orq

= analyst@waterisac.orq
= 1-866-426-4722 x 3

10 YEARS IN 2012
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New for 2014:
Sign up Several Staff
for a Flat Amount

* General Management

* Security

* Emergency Management
T

» |[CS/SCADA

* Planning

* Water Quality

* Laboratories

* Plant Management
* Public Health

+ Legal

* Public Affairs

+ Government Affairs
* Sustainability

Type Users Allowed Per Utility d AL [

State or local governmant agency 5 $499

Association of waler or wastewater

sarvice providers S $499

Federal government 1 $1,000 per person

Government law enforcement, intelligence 5 Complementary for

or emergency management agency information sharing partners
T N— | AwwaLous |
include number of people served by Only Drinking Water

wholesale clignts, Users per Utility or Only Wastewater Combined Ltility
Less than 20,000 9 249 £499

20,000 to 49,999 10 H400 099

20,000 to 99,999 15 $9949 £1,999
100,000 to 493 999 20 31,099 &2.999
200,000 to 993,959 24 52,999 £4,999

1 million or more 30 54,999 6,999

10 YEARS IN 2012
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Contact Information

Eric Meyers
Lead Analyst

202-331-0479
866-H20-ISAC x 3
analyst@waterisac.org
Www.waterisac.org

1620 | Street, NW, Suite 500
Washington, DC 20006

10 YEARS IN 2012




